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AR3ZIF Linux RIZMLEF R ERRIZOEIESEH sk_buff #1754, B 2.6.21-7 B9
RO, HRRARIGEFEER,

AXEREEZLTILAS sk_buff BxRio)E
1. IANMKEEXNMATE: skb->len, skb->data_len, skb->truesize Z[a)x %, &
B8 skb_headlen(), skb_pagelen()%, S AI{ES
LSBT #IIX 5: skb->users, skb->cloned, skb_shared_info->dataref;
A EHBIX R : head/data/tail/end, h.raw, nh.raw, mac.raw;

5 skb HESHIH XML 4 XE8?
\ i I S .

o vk wN

struct sk buffri i T =

MTEENXAINEETE:

struct net_device *dev;
int iif;

dev 0 iif

AL EHATFRES packet #8%M device, BTF packet FEIEURHITIEF, TTHERLE
EZ4 virtual driver &18, AKEZ/LANTE,

EWHIEEMEE, dev # iif %B}EHE—%JJE’J interface, LtfE, SNRFEZH virtual driver
18, 4 dev 2RET, M iif IBHER

len, data_len, mac_len, truesize

unsigned int len,
data_len,

mac_len;
unsigned int truesize;

‘len’ ®RIE SKB BIEHY Data Buffer FEEHNEKE;
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WMEE, — skb EMERNAFERKIFEES LN :

1) sk_buff &HikAS;

2) % buffer X15, B skb->head,data,tail,end &L/ KiE A, HEEE
skb_shared_info £5#43;

3) “paged data”: @it skb_shared_info £EMEFIBH—HIRTFIE page PHIEIE;

4) skb_shared_info(skb)->frag_list BAZIB &5 Y skb BAFI, BAZIRK 512 skb #kkIg .

skb B HEXFKE(ER skb->lenigxk, —HEBE=/1E%":

skb->len = skb_headlen() ( ?== linear_buffer_len) + skb->data_len
1. M\ skb->data F 5% skb->tail LRV buffer X, X—EF5HIKERILAER
skb_headlen()3%X%5;

KX ERBERE:

linear_buffer_len = skb->tail - skb->data;(alloc_skb it} 0) ?==
skb_headlen()

HMX2KE: skb_data_len = skb->end - skb->head; (8%
skb_shared_info)

2. skb_shared_info(skb)->frags[1#¢HE €1 &/ “paged data”, KERFHA frags->size
FOFN; X—EBH 0L 1 PRYBIEK EFTUAER skb_pagelen()3%15; “paged data” SAKE:
page_data_len = sum(skb_shared_info->frags[il->size);

skb_pagelen() = skb_headlen() + page_data_len

3. skb_shared_info(skb)->frag_list R EFTH skb HEIEXKE (len) , X—EHHIK
I E 2 PEIKEIERTE skb->data_len &,
skb->data_len = page_data_len + sum(skb_shared_info->frag_list->len)



truesize = sizeof(struct sk_buff) + SKB_DATA_ALIGN ( skb_data_len) + skb-
>data_len (alloc_skb Bt} sizeof(struct sk_buff) + SKB_DATA_ALIGN(size))

len, data_len, truesize BEE & frag_list BHKE? ? I 2!

skb->truesize XM R EEEHERIZ R skb LT SHIARFR/N (HERES struct

sk shared info? ? ), 7E“ip DA XIE"F“socket MiEBEEH K" HEA, BIEIFENUG
B ip BAEMERIAEFIEMIREE, EEE/L BB NRWT:

® skb set owner w, skb _set owner r: datagram 9 skb #l socket 95, iELETFEX

RiRK:
sock_hold(sk);
skb->sk = sk;

skb->destructor = sock_wfree/sock_rfree;
atomic_add(skb->truesize, &sk->sk_wmem_alloc/ sk_rmem_alloc);

® sock _wfree #sock _rfree: 7f kfree_skb Btg% skb_orphan BtiEF skb #9 destructor
BRIEY :

struct sock *sk = skb->sk;
atomic_sub(skb->truesize, &sk-> sk wmem_alloc/sk_rmem_alloc);

® sock queue rcv_skb, sock _queue_err skb 7EIBULEI A& FEIRHY skb BLAPBAZI R
F&T socket EUNLETE, skb->truesize RERIEE G RIERTEHITHIER:

if (atomic_read(&sk->sk rmem_alloc) + skb->truesize >=
(unsigned)sk->sk_rcvbuf)

return -ENOMEM;

MmAENAFIET 2 IAALLIRE 2% sk_stream_alloc_pskb->
sk_stream_wmem_schedule

static inline struct sk_buff *sk stream_alloc_pskb(struct sock *sk,
int size, int mem,
gfp_t gfp)
{
skb = alloc_skb_fclone(size + hdr_len, gfp);
if (skb) {
skb->truesize += mem;
if (sk_stream_wmem_schedule(sk, skb->truesize)) {
skb_reserve(skb, hdr_len);
return skb;
}
__kfree_skb(skb);
}
}
static inline int sk_stream_wmem_schedule(struct sock *sk, int size)
{
return size <= sk->sk_forward_alloc ||




sk stream_mem_schedule(sk, size, 0);

BXJLMKEB XL inline BREUNTF :

® skb is_nonlinear(): return skb->data_len; BIREB &S “paged data”z frag_list

® skb headlen(): return skb->len - skb->data_len; E1R B &M XIGSIMERKE,
FHBREKE"; (? ? 5 skb->tail - skb->data 9Z51? ? )

® skb pagelen(): FiE"“paged data”"KEZH, Bl L&EXIESLIRMERKE;

static inline int skb_pagelen(const struct sk_buff *skb)
{
inti, len = 0;
for (i = (int)skb_shinfo(skb)->nr_frags - 1; i >= 0; i--)
len += skb_shinfo(skb)->fragsli].size;
return len + skb_headlen(skb);
}

® skb _push, skb_pull, skb_reserve, skb_put iXJL N EEEFE D data 3% tail 15, HESE
£¥ skb->len

® skb trim: {&f4 skb->len B9{E, #HH skb->tail = skb->data+len

skb_headroom: skb->data - skb->head;

® skb tailroom: WR&HE paged data 3% fragment list, J skb->end - skb->tail,
B0

‘mac_len’ #§ MAC 39 KE. B#il, ERTE IPSec Mt RAIRMEMEER., 1$ReTEEM SKB 45
MR EE,

cloned, ip summed, nohdr, users, dataref &

_u8 local_df:1,
cloned:1,

ip_summed:2,
nohdr:1,
nfctinfo:3;
atomic_t users;
struct skb_shared_info {
atomic_t dataref;

“local_df"7E IPv4 FR{ER, 1&h 1 ERRAITNEE S RNMIERHRITE RN R, T IPSec ¥
BT ER;

“ip_summed”"KERM T2 EZHFITEEWE checksum, EEIRA kernel EaJEUEI T :

® CHECKSUM NONE: fXZ&RM-EAE checksum;




CHECKSUM_HW: &M E£Z15584it8 checksum (3¢ L4 head + payload BI#%
1), FHELRKTELRERIS skb->csum, REFEITE“(L(pseudo header)”
HIRRIEFN, 5 skb->csum HEINEE| L4 HER;

CHECKSUM_UNNECESSARY: M+EZTEHRKITENEIRE, BiEhk, R
TEBRXRITE, —fRAT loopback device,

ARAWAZERIMNTEN, ABFMIER:

#define CHECKSUM_NONE 0
#define CHECKSUM_PARTIAL 1

#define CHECKSUM_UNNECESSARY 2
#define CHECKSUM_COMPLETE 3
/* A. Checksumming of received packets by device.

NONE: device failed to checksum this packet.
skb->csum is undefined.

UNNECESSARY: device parsed packet and wouldbe verified checksum.
skb->csum is undefined.
It is bad option, but, unfortunately, many of vendors do this.
Apparently with secret goal to sell you new device, when you
will add new protocol to your host. F.e. IPv6. 8)

COMPLETE: the most generic way. Device supplied checksum of _all_
the packet as seen by netif rx in skb->csum.
NOTE: Even if device supports only some protocols, but
is able to produce some skb->csum, it MUST use COMPLETE,
not UNNECESSARY.

B. Checksumming on output.

NONE: skb is checksummed by protocol or csum is not required.

PARTIAL: device is required to csum packet as seen by hard_start xmit
from skb->h.raw to the end and to record the checksum
at skb->h.raw+skb->csum.

Device must show its capabilities in dev->features, set
at device setup time.
NETIF_F_ HW_CSUM - it is clever device, it is able to checksum
everything.
NETIF_F_NO_CSUM - loopback or reliable single hop media.
NETIF_F_IP_CSUM - device is dumb. It is able to csum only
TCP/UDP over IPv4. Sigh. Vendors like this
way by an unknown reason. Though, see comment above
about CHECKSUM_UNNECESSARY. 8)




*

*  Any questions? No questions, good. --ANK
*/

“nohdr”: The 'nohdr' field is used in the support of TCP Segmentation Offload
("TSO' for short). Most devices supporting this feature need to make some minor
modifications to the TCP and IP headers of an outgoing packet to get it in the right
form for the hardware to process. We do not want these modifications to be seen
by packet sniffers and the like. So we use this 'nohdr' field and a special bit in the
data area reference count to keep track of whether the device needs to replace
the data area before making the packet header modifications.
BERE, nohdr & T skb_shared_info B dataref B8 B WD M AERSD
® nohdr = 0: dataref {f{FRE/ skb HIEX S| FHITEL;
® nohdr = 1: dataref f9/5 16bits X3 skb £EX “payload 27 "#I5| i, &
16bits fXTREA skb BUIBEX IS BITEL,

5ZHExmM&LE: skb_header _cloned(), skb_header _release()%.
“cloned”f{zk skb &% clone, }7T#EFuERISIFH—1 SKB BI%E, = clone —{"EHF#&E
9 SKB B, &F=4£E—/1 ¥l SKB, {BRIX4 SKB 2HZEH SKB MIEIEX, H—1 SKB #
clone &, [E3RH) SKB FFH SKB &, ‘cloned #E#HIZE R 1,

“users”: & sk_buff ARSI AT, 7E kfree_skb RIRELERRFIRIEI users it
-1, WR=0, AiFA_ kfree_skb EIFEHH skb,
® skb_shared()#& skb->users 2& K 1;
® skb shared _check(): 308 skb->users > 1, M clone —Nf,
B X dataref, clone, users X5 Bt HNX AN AHRENGEMN “skb =
SEHIEXEE"—T,

“nfctinfo”: AT netfilter FRFEFH conntrack RRICFKIEZIRE, JBERN enum TE:

enum ip_conntrack_info

{

/* Part of an established connection (either direction). */
IP_CT _ESTABLISHED,
/* Like NEW, but related to an existing connection, or ICMP error (in either
direction). */
IP_CT RELATED,
/* Started a new connection to track (only IP_CT_DIR ORIGINAL); may be a
retransmission. */
IP_CT_NEW,
/* >= this indicates reply direction */
IP_CT IS REPLY,
/* Number of distinct IP_CT types (no NEW in reply dirn). */
IP_CT_NUMBER = IP_CT IS REPLY *2 -1
s




pkt _type, fclone, ipvs property

_u8 pkt type:3,
fclone:2,
ipvs_property:1;

“pkt_type”REHE L2 BB AU SEIEIEEY, FIREEVETE include/linux/if_packet.h, BA
AMIRZHER eth_type trans EERYIAMLXME:

® PACKET HOST:

PACKET MULTICAST:

PACKET _BROADCAST:

PACKET OTHERHOST:

PACKET _OUTGOING:

PACKET LOOPBACK:

PACKET _FASTROUTE:

“fclone”: BIHTAR kernel FiRMNAI— MM, BARTRRAHY kernel R skb 7573 BECRIRTRER 2

ME&BiELEZ(lookaside cache)skbuff_head cache H3%EY sk_buff B945#); MIRZERT LA

7EiAH alloc_skb(), 1Bid fclone SEUEEM skbuff_head_cache =&

skbuff_fclone_cache F53 2, BERIKXBIETF skbuff head_cache EEIEREERI BN

FXEH KN sizeof(structsk_buff), SJABEE LB M struct sk_buff, M

skbuff_fclone_cache GBI ER R AIATFXIFHKINE 2*sizeof(struct sk_buff)

+sizeof(atomic_t), ERNR/IXIFRAR—N strcut sk_buff F1—4N5| BT, X—%

sk_buff 25efEr, BIE(HERE—MIEEPX, 5IBTRIER

0 (SKB_FCLONE_UNAVAILABLE ) ,1 ( SKB_FCLONE ORIG) g

2 (SKB_FCLONE_CLONE) , ®RX—WHEHJLA sk_buff E#fER:

® 7fc skbBY, skb->fclone = SKB_FCLONE_ORIG; atomic_set(fclone_ref, 1);
child->fclone = SKB_FCLONE_UNAVAILABLE;

® skb clone B, WITFAE

struct sk_buff *n;
n = skb + 1;
if (skb->fclone == SKB_FCLONE_ORIG &&
n->fclone == SKB_FCLONE_UNAVAILABLE) {
atomic_t *fclone_ref = (atomic_t *) (n + 1);
n->fclone = SKB_FCLONE_CLONE;
atomic_inc(fclone_ref);

} else {
n = kmem_cache_alloc(skbuff head cache, gfp_mask);
if ('n)

return NULL;
n->fclone = SKB_FCLONE_UNAVAILABLE;




BIUNRIRE T fclone, 55—IX clone RFAMRIE clone, E#{EM child_skb, FE1EMN
fclone_ref, child_skb->fclone = SKB_FCLONE_CLONE;Efthi{E R &M
skbuff_head_cache EHEHiI skb;

©® TERENN skb L5HIRT U0 T AbIE

switch (skb->fclone) {
case SKB_FCLONE_UNAVAILABLE:

kmem_cache_free(skbuff head_cache, skb);
break;

case SKB_FCLONE_ORIG:
fclone_ref = (atomic_t *) (skb + 2);
if (atomic_dec_and_test(fclone_ref))
kmem_cache_free(skbuff fclone_cache, skb);
break;

case SKB_FCLONE_CLONE:
fclone_ref = (atomic_t *) (skb + 1);
other = skb - 1;

/* The clone portion is available for

* fast-cloning again.

*/

skb->fclone = SKB_FCLONE_UNAVAILABLE;

if (atomic_dec_and_test(fclone_ref))
kmem_cache_free(skbuff fclone_cache, other);
break;

}

fR1E skb->fclone #5i&:

M SKB_FCLONE_UNAVAILABLE: E#:J31%145 skbuff_head_cache; (&%
£238 clone B child_skb->fclone h I XM7E, BB # clone i R=#5F

i)

M SKB_FCLONE_ORIG: fKZREMAIZ M skbuff_fclone_cache B 5 EgHY skb,
R fclone_ref = 1 (R# clone 1T ) MIIiE skb 45 skbuff_fclone_cache;

BN (BL# cloned ) RZH fclone_ref--;

M SKB_FCLONE_CLONE: XZREBMAVKREMEIZ M skbuff_fclone_cache B
57 I’ skb £ 3T clone |55 2 89 1 skb, M IE fclone IR EE R
SKB_FCLONE_UNAVAILABLE, E{EFR#Ri% clone f#F. MR fclone_ref-
=0, RERXPskb T H skbh EZLHWBMT, MITX skb 4

skbuff fclone_cache,

“ipvs_property”@X ip_vs IRV TE, BEH 1RKRELHE ip_vs ENBHIET, 5

BRBEBLIE, TUSE ip_vs_out() &,



head/data/tail/end f§ ¥, h/nh/mac g%t

head, data,

tail, end [0 5593 B3E@ data buffer BIARMUE, NFE:

struct sk_buff { /

unsigned char *head;
unsigned char *data;, — |
unsigned char *ail;

unsigned char *end;

head room

N \\\

W

packet
data

tail room




X MEHIBE, REANIOMNES N : (a)skb_put, (b)skb_push, (c)skb_pull,
(d)skb_reserve , W FEFR.

(a1) (a2)
skb->data kb -= data .
shb-= len
skb -= len
skb - tail n
skb - tal
(b1) (b2)
skb->data
skb -> data n
e
skl - len
skb - len
sk - tail skl -= tail i
(c1) (2)
skb -= data
—_—
n gk - data f
———
kb - len gkh - len
skb -= tail . skl -= tail :
l:d” skh-:»data= {d!:l
skb -= tail skb->data : M
skb-> tail

h, nh, mac P AERZEMEPINEILER, TETE S8 HER LR ERE MLt 75 # W) 18
1t:
® mac B L2 BYkEBIEET, 7E eth_type_trans B¥]A{L

__bel6 eth_type trans(struct sk_buff *skb, struct net _device *dev)

-~

skb->mac.raw = skb->data;
skb_pull(skb, ETH_HLEN);
eth = eth_hdr(skb);




static inline struct ethhdr *eth_hdr(const struct sk_buff *skb)
{

return (struct ethhdr *)skb->mac.raw;

BT eth_type_trans f5, skb->data #8585 LEZERILER, 7 netif_receive_skb
B nh.raw Fl h.raw:

skb->h.raw = skb->nh.raw = skb->data;
skb->mac_len = skb->nh.raw - skb->mac.raw;

netif receive_skb - packet type->func() = ip_rcv()
® WMRAREL, FTRAKIER L4, REREANNBEAEE, EiFEA L4 BIEZA],
ip_local_deliver_finish &1& h.raw #1411t L4 BI3KER:

int ihl = skb->nh.iph->ihl*4;

__skb_pull(skb, ihl);

/* Point into the IP datagram, just past the header. */
skb->h.raw = skb->data;

HithAH R 454

skb_shared _info

%1 alloc_skb() #i& SKB #1 data buffer i, EEH buffer K/\2XHITEN:

data = kmalloc(size + sizeof(struct skb_shared_info), gfp_mask);

PRTHETERY size AYN, EBIHE—A struct skb_shared_info M= [E KN\, HEFIRH, 5
A alloc_skb(size) EXR S size X/\B buffer BAHE, REHEBIET —4
skb_shared_info , XAMNEMEXINTF:

struct skb_shared_info {
atomic_t dataref;
unsigned short nr_frags;
unsigned short gso_size;
/* Warning: this field is not always filled in (UFO)! */
unsigned short gso_segs;
unsigned short gso_type;
__be32 ip6_frag_id;
struct sk_buff  *frag_list;
skb frag t frags[MAX SKB FRAGS];

b

“dataref”: skb 9 data Xig ( &4 buffer) 5|FHit#L, ENIE S skb £M15EIX R data
Xig (skb_cloneBf++ ), P AFEB7: & 16bits F T 15k skb->data 1 payload




oI5 A1t ( skb->nohdr = 188 A B ) , 1K 16bits Kt E 4 skb-
>data f95|FHit$, WF:

/* We divide dataref into two halves. The higher 16 bits hold references
* to the payload part of skb->data. The lower 16 bits hold references to

* the entire skb->data. Itis up to the users of the skb to agree on

* where the payload starts.

*

* All users must obey the rule that the skb->data reference count must be
* greater than or equal to the payload reference count.

*

* Holding a reference to the payload part means that the user does not
* care about modifications to the header part of skb->data.

*/

#define SKB_DATAREF_SHIFT 16

#define SKB_DATAREF_MASK ((1 << SKB_DATAREF_SHIFT) - 1)

“nr_frags”: “paged_data”it#, &3} MAX_SKB_FRAGS = 65536/PAGE_SIZE +

2 (4k 9 PAGE_SIZE, #18)

“skb_frag_t frags[MAX_SKB_FRAGS]”: F3RiE3% paged_data LFRfiiE, B8 page 15,
£ page Y offset, UR&EMH size . (FIUBREN skb iEEE—1 page FHIRE
offset M size, rJLAIEEMEEARY, M page BLAY_count RAKRSIATTE)

struct skb_frag_struct {
struct page *page;
__ul6 page_offset;
__ul6 size;

b

“gso_size”, “gso_segs”, “gso_type”H“GSO” ( Generic Segmentation Offload, X
“TSO”, Bl TCP Segmentation Offload ) Ih&E(EF

enum {
SKB_GSO_TCPV4 =1 << 0,
SKB_GSO_UDP =1 << 1,
/* This indicates the skb is from an untrusted source. */
SKB_GSO _DODGY =1 << 2,
/* This indicates the tcp segment has CWR set. */
SKB GSO TCP ECN =1 << 3,
SKB_GSO_TCPV6 =1 << 4,
b

“frag_list”: HHAIER, iERDHER,

HATREIR end M char* $&3&p) skb_shared_info* , FRAEEIAIE)Z)X LM
Linux Rt — 2R MEER:
#define skb_shinfo(SKB) ((struct skb_shared_info *)((SKB)->end))
B2, ZNRENEHAREE ? EELERANB/:

1. HFEI®E paged data

2, ATEERAR




sk_buff_head #11 skb BA 7!

N IR E AR sk_buff BIBATY, PAFUSL(ER struct sk_buff_head Kitidt, a07F:

struct sk_buff _head {
/* These two members must be first. */

struct sk_buff  *next;
struct sk_buff  *prev;
_u32 glen;
spinlock t lock;

b
HABE—/MERIIKERM glen, F1—BheH lock BT ARREHHFZER BT IRIEBATIEBI5R
.,

—4 sk_buff BASIUI R & :
struct sk_buff_head

3 next «—
prev
{glen=4
lack
L ] TT L
next ———| next = next = next
pev |« prev J I— prev |« prev
— list list list st
sk sk sk sk
struct sk_buff struct sk_buff struct sk_buff struct sk_buff

sk_buff 12 1E

TEX net/core/skbuff.c i EXPORT SYMBOL & iR B 1 THR iF AN,
BIXRFENTRBAS TR, BERIFANMAERFESESMNIGELIER MRS HE,

EXPORT_SYMBOL(__ pskb_trim);
EXPORT_SYMBOL(__kfree_skb);

EXPORT_SYMBOL(kfree_skb);
EXPORT_SYMBOL(__pskb_pull_tail);




EXPORT _SYMBOL(__ alloc_skb);
EXPORT_SYMBOL(__netdev_alloc_skb);
EXPORT_SYMBOL(pskb_copy);

EXPORT _SYMBOL(pskb _expand_head);
EXPORT_SYMBOL(skb_checksum);

EXPORT _SYMBOL(skb_clone);
EXPORT_SYMBOL(skb_clone_fraglist);
EXPORT _SYMBOL(skb_copy);

EXPORT _SYMBOL(skb_copy_and_csum_bits);
EXPORT _SYMBOL(skb_copy_and_csum_dev);
EXPORT_SYMBOL(skb_copy_bits);

EXPORT _SYMBOL(skb_copy_expand);
EXPORT_SYMBOL(skb_over_panic);

EXPORT _SYMBOL(skb_pad);
EXPORT_SYMBOL(skb_realloc_headroom);
EXPORT_SYMBOL(skb_under_panic);
EXPORT_SYMBOL(skb_dequeue);

EXPORT _SYMBOL(skb_dequeue_tail);
EXPORT_SYMBOL(skb_insert);
EXPORT_SYMBOL(skb_queue_purge);
EXPORT_SYMBOL(skb_queue_head);
EXPORT _SYMBOL(skb_queue_tail);
EXPORT_SYMBOL(skb_unlink);

EXPORT _SYMBOL(skb_append);

EXPORT _SYMBOL(skb_split);

EXPORT _SYMBOL(skb_prepare _seq_read);
EXPORT_SYMBOL(skb_seq_read);
EXPORT_SYMBOL(skb_abort_seq_read);
EXPORT _SYMBOL(skb_find_text);

EXPORT _SYMBOL(skb_append_datato_frags);

skb 73 ECHH X 1R F

__alloc_skb, alloc_skb, alloc skb _fclone, _dev_alloc _skb,
__netdev_alloc_skb,sock _alloc send _pskb, sock alloc_send _skb,
sk _stream_alloc_skb, sk_stream_alloc_pskb, sock_wmalloc &
EX FAZEMBR skb N2 BT EEIER_ aIIoc skb SRR A B R R BCR TR,
THE%M__alloc_skb #1To#, REBHEMITE/LNERELE.
1. WASH: RABTSE/MINERANTE;

a) size: BEIRLZM buffer B9KE, Blskb->end - skb->head;

b) gfp_mask: allocation_mask, EEV\]T‘ YECRIA e R EFE XK ;

c) fclone: M skbuff fclone cache if 2 skbuff head cache 7382 skb 444,




3.

FAF1RiE clone;
d) node: AT EEATFRI numa node
BIRERE:
a) 7 B skb &5 ¥ X 5 : R #F fclone & # cache , & 7 i€
gfp_mask&~__GFP_DMA, 5%l skb, HEEEMKMEL;
b) % skb->data &t buffer X :
i.  size = SKB_DATA_ALIGN(size); ##E L1_CACHE BYTES ( X86 Lt ¥
128 bytes ) {AEE KR/, #M57H 128 FIELKIE;
ii. kmalloc BINTFER /A size + sizeof(struct skb_shared_info)
iii. B skb BRTBE
1. truesize ZHIHVERE 7 O;
2. truesize = SKB_DATA ALIGN(size) + sizeof(struct sk _buff),
B4 skb_shared_info;
3. users BJ 1, head/data/tail #5E%MH buffer ®IFF3A; end IBRALR;
4. iR¥Efclone iR E skb->fclone, MUARKITRAYTLE skb & fclone_ref;
iv.  skb_shared_info #]%1t
1. dataref&k 1;
2. HfthE R 05 NULL;
IR[EE: skb Bk data ATFHECAN, R[E NULL; ENREISIZR sk_buff $#5%t,

EOH_ alloc_skb BERHEIE:

alloc_skb #0 alloc_fclone_skb: [RE W T, —4 fclone, 5 —NARIE; numa
node &2-1;

static inline struct sk_buff *alloc_skb(unsigned int size,gfp_t priority)

{

return _ alloc_skb(size, priority, 0, -1);

}
static inline struct sk buff *alloc_skb fclone(unsigned int size,gfp t
priority)
{
return _ alloc_skb(size, priority, 1, -1);
}

dev_alloc_skb #1 dev alloc skb: —fR 2 M TR P BB FTEWEEFH
skb, length &40 NET_SKB_PAD, iR 5t alloc_skb [, &i&id skb_reserve
TEL M buffer BUSKERIREE —RKE Jo NET_SKB_PAD BIX1i5, &% NET_SKB_PAD
FNET_IP_ALIGN RYi7ER, ®TUAS AR PREER,

/*

* CPUs often take a performance hit when accessing unaligned memory
* locations. The actual performance hit varies, it can be small if the

* hardware handles it or large if we have to take an exception and fix it
*in software.

*

* Since an ethernet header is 14 bytes network drivers often end up with




* the IP header at an unaligned offset. The IP header can be aligned by
* shifting the start of the packet by 2 bytes. Drivers should do this
* with:
'3
* skb_reserve(NET_IP_ALIGN);
'3
* The downside to this alignment of the IP header is that the DMA is now
* unaligned. On some architectures the cost of an unaligned DMA is high
* and this cost outweighs the gains made by aligning the IP header.
'3
* Since this trade off varies between architectures, we allow
NET_IP_ALIGN
* to be overridden.
*/
#ifndef NET_IP_ALIGN
#define NET_IP_ALIGN 2
#endif

/*
* The networking layer reserves some headroom in skb data (via
* dev_alloc_skb). This is used to avoid having to reallocate skb data when
* the header has to grow. In the default case, if the header has to grow
* 16 bytes or less we avoid the reallocation.
*
* Unfortunately this headroom changes the DMA alignment of the
resulting
* network packet. As for NET_IP_ALIGN, this unaligned DMA is expensive
* on some architectures. An architecture can override this value,
* perhaps setting it to a cacheline in size (since that will maintain
* cacheline alignment of the DMA). It must be a power of 2.
*
* Various parts of the networking layer expect at least 16 bytes of
* headroom, you should not reduce this.
*/
#ifndef NET_SKB_PAD
#define NET_SKB_PAD 16
#endif

netdev_alloc_skb #1__netdev_alloc_skb: B BFMFIRNHE skb, SEiEE
ZIf9 dev_alloc_skb FIX BI7ETF : AR alloc_skb BfZ 7 —4 numa node K%k,
wE:

static inline struct sk_buff *netdev_alloc_skb(struct net _device *dev,
unsigned int length)

{




return _ netdev_alloc_skb(dev, length, GFP_ATOMIC);

struct sk_buff * netdev_alloc_skb(struct net device *dev,
unsigned int length, gfp_t gfp_mask)

{
int node = dev->dev.parent ? dev_to_node(dev->dev.parent) : -1;
struct sk_buff *skb;
skb = alloc_skb(length + NET_SKB_PAD, gfp_mask, 0, node);
if (likely(skb)) {
skb_reserve(skb, NET_SKB_PAD);
skb->dev = dev;
}
return skb;
}

sock_alloc_send_skb #1sock_alloc_send_pskb: sock alloc_send_skb 2
sock_alloc_send_pskb FyE1%, —R&7E ip_output, af unix, af_packet,
raw.c, udp E48ERA, FIEZ XD skb D EFFIBLIE R, socket HHXHIREE
NMETTE:
1. WMASH:
a) size: #Ztf buffer B9KE; (header len)
b) data_len: paged data B9K/E; kernel EHFIEREZEER
sock_alloc_send_skb 3Ri#F sock_alloc_send_pskb, FflA data len =
0
2. skb nECIE:
a) %tifF alloc_skb, AR size &% header len;
b) 3NER%%E data_len, HiZRME; TN
i. R#E data_len, $%718 page $8, M4 skb_shinfo(skb)-
>nr_frags;
ii. skb->truesize += data_len;
iii.  @diFA alloc_page 72 paged data, BRT&E—1 frags Z4h,
H{th#y frags->offset = 0; frags->size = PAGE_SIZE; |RE—1MH
frags->size = data_len % PAGE_SIZE,

sk_stream_alloc_skb = sk_stream _alloc_pskb 8812, NRBFLE, AT
stream K EHW M ENE skb, —ME2Etcp ZIRA, TEA=ZXRBEH
sk _stream_alloc_pskb

® tso fragment

® tcp _sendmsg

® do _tcp sendpages

TE#ENMAR sk_stream_alloc_skb




]
1.

tcp_fragment

tcp_mtu_probe

ST

MASE:

a) size: FHRENFUHRKE;

b) mem: RAIMEFEAMN, BRERKIARIENRT skb->truesize, FiFIARAR
S ERBRREDRERZ 0;

skb P ECITFZ:

a) size + IB1E sk->sk_proto B H KR ALEKE (WF TCP, #define
MAX_TCP_HEADER (128 + MAX_HEADER) ) {E 33> E2f skb B 414
Buffer B E;

b) i@F alloc_skb_fclone 532 skb ( AARRFEH clone ? )

c) 1BHA skb_reserve, EKIBEHRUZER,

® sock_wmalloc: MIREXRZE—NMEKIKIES, L4 ERIENRRES R IPENS R
Rl — LT, LNBHREREE—FNBskbh, —fIFH
sock_alloc_send_skb Kk €l X — % %l skb FHE — N (T L & E
ip_append data ) , iR sock wmalloc RABERITHISH skb, EHIAKZREE
B, WTF:

struct sk_buff *sock_wmalloc(struct sock *sk, unsigned long size, int force,

gfp_t priority)

{
if (force || atomic_read(&sk->sk_ wmem_alloc) < sk->sk_sndbuf) {
struct sk_buff * skb = alloc_skb(size, priority);
if (skb) {
skb_set owner_w(skb, sk);
return skb;
}
}
return NULL;
}
skb # 4

kfree_skb #1__kfree_skb

kfree_skb()Z__kfree_skb()H)—/NELZE, BEEILE skb #95| Fit#X skb->users, 71
AR kfree_skb(), &M R R skb->users - 1 ([RFIEE) .

£ kernel B, BStAERLEEXIIBAA atomic_inc(&skb->users); #A
ERE—ERNEE, B kfree_skb, MARIAA atomic_dec(&skb->users), X
bR, RIUES BN RIREK skb, FHEFTLAIEALIE skb £ 19138 8 E 4
3. (ARRLIE skb IR Z RIFTREIG AN skb->users, tHFJEESRHE )




_ kfree_skb() @ EIERE X skb BRI £ : 5£1F skb BB EMNE F R AR FE
release 5% put, #BHiBRMT#IEL skb->destructor(), &/EiET kfree_skbmem()3k
BRRE:
® & 5t i A skb_release_data K & IE & £ buffer X 1% #1 paged_data ( €&

frag_list ) ; ¥IBF skb #9 Data Buffer XK LABRMISERU T _&EZ—:

B Iskb->cloned: skb ;& & # clone (EE# clone BYF0 clone % B #Y skb-
>cloned #8 # & 1, #® 4 skb B By skb_shinfo(skb)->dataref #B
atomic_inc, 0l skb_clone #9iti ) , skb & #i clone, HEBEHEFEXEER
BE—— 1 skbi@E;

B latomic_sub_return(skb->nohdr ? (1 << SKB_DATAREF_SHIFT) + 1: 1,

&skb_shinfo(skb)->dataref)

3 skb_shinfo(skb)->dataref #1THI#f:

® W R nohdr # i & , X & dataref # & B M 2 92, "I @
SKB_DATAREF_SHIFT ( 16 ) bit {3 skb->data E#J payload Z5 95|
Fit%; [Em 16bits X RE 4 skb->data H5| Hit#., FFTAEEIE
dataref-(1 << SKB_DATAREF_SHIFT) + 1) , R¥IkF2E =] AR skb-
>data;

* nohdr/z%&lxﬁ REEIE skb->data 9 payload BHMEES | HITE, R

Z dataref-1 RRE R EEM skb->data

B R Data Buffer 3 A=/ 88%7:
€ put page M “paged data”;
€ skb drop fraglist, #1188 kfree skb, R¥ K frag list EM B

skb;
& kfree(skb->head), B4t Buffer”,
° [E1R#&E skb->fclone #7&4F skb M A F)31L slab cache, I fclone iWHigER5

skb £ = £ Hl1H X R{E

skb_clone, skb _cloned, skb_header _cloned, skb_shared,
skb_share _check, skb_unshare, skb_clone_fraglist, skb_copy,
pskb_copy, skb_header_release

RIZRIMEF R AZDBIEERZ sk_buff, E—4 skb FJRESRBS N FRAR=E,
RHEREER, HTFHENER, RZPRH T —RIIN skb WHZME R, MBEF
AERIESENERKIER:

skb_share: FiZfIHEE K

o TEEHZNMAIFA: HEIFHA atomic_inc(skb->users), i#& skb_get();
® FIMTREHWHEE: skb_shared()

[ static inline int skb _shared(const struct sk _buff *skb)




return atomic_read(&skb->users) !=1;

o HUHHZEMHSIAA: kfree skb() (M kfree_skb —THIITIE )

® I HBATIRIEE: skb clone fraglist(), (pskb_expand head()ERT ),
HILFEIE skb BAFIEF—4 skb BI5| it +1; AREEUEEZR, XBAGY
BE— skb i kfree_skb() lLig/\3|BitE%,

static inline void skb_drop_fraglist(struct sk_buff *skb)

{
skb_drop_list(&skb_shinfo(skb)->frag_list);
}
static void skb_drop_list(struct sk_buff **listp)
{
struct sk_buff *list = *listp;
*listp = NULL;
do {
struct sk_buff *this = list;
list = list->next;
kfree_skb(this);
} while (list);
}
static void skb_clone_fraglist(struct sk_buff *skb)
{
struct sk_buff *list;
for (list = skb_shinfo(skb)->frag_list; list; list = list->next)
skb_get(list);
}

skb_clone: R {2 sk_buff £ A 5

o FEEHZMIMFSIAA: skb _clone()
i.  BY%RIE skb->fclone REXRAHIE clone H &I 2 BEAH;
i.  FroBcHY skb BRI ANEF skb $5%R, socket xEBx, #Bi&Js NULL;
iii.  EHhpSIRVEES copy, EZIEMS| A HRIthERER XXX _get()&bIE;
iv. #1skb By users 31 ( 5 alloc_skb()—#£) , n->nohdr = 0, destructor
= NULL;
V. ¥ skb iy skb->cloned = 1;
Vi. #1Z skb IEEMBUEX @ — /) ( B854 M buffer ¥l paged data, 77F




%), MWEEE dataref+1: atomic_inc(&(skb_shinfo(skb)-
>dataref)) (BMUBEXASIAETE)

headroom
— - -—
DATA
" 2 tailroom a
=i *r|  dataref=2 | i
head m_frag=1 ——{— head
data frags data
tail Lail
end page end
page_offset=0 wsers =1
struct sk_buff  struct skb_shared_info kg3l struet sk_buff
sk_shinfu[clune}; ——— sk_shinfip(skb)
| o S

® FIMEDHHE=E:
B skb cloned(): iR 1 9% J skb->cloned = 1 # B dataref B9 1§
16bit 2857 ( BAMHIBXWISIATE) TR 1;

static inline int skb_cloned(const struct sk_buff *skb)

{
return skb->cloned &&
(atomic_read(&skb_shinfo(skb)->dataref) & SKB_DATAREF_MASK) !=
1;
}

B skb_header_cloned(): ¥I#i#iiEX 2#) header 885 @& # clone, R[]
1 B9%%4 7 skb->cloned = 1 # H dataref #9{f 16bits ( BN B X AY5]
Fit# ) - 5 16bits ( payload 2353 5| Bit ) MEELRRH 1;

e EUEHZE:

B % clonedfY skb, BARK clone 4£5§#Y skb B skb->cloned = 1, BEZI#
BRESASHEBER, R2E_ kfree_skb()>kfree_skbmem() >
skb_release_data() E /& /\ dataref ( 1 R nohdr = 1, AR B S
16bits[payload &85> 15011 16bits[ BANMMIBX 2 1R 1, &M 2K
16bits[ BMIEXE5])

static void skb_release_data(struct sk_buff *skb)

{
if (!skb->cloned ||
latomic_sub_return(skb->nohdr ? (1 << SKB_DATAREF _SHIFT) + 1: 1,
&skb_shinfo(skb)->dataref)) { // 90R skb # clone 7, #E—TF
SIATHE, REERD 0 TR ARNBEXAEFT




B  skb header release() : 8 nohdr = 1, 3} H B dataref &
16bits ( payload 887 5|AiT#) +1 (headerZ D5 At = B4
EX5I AT - Payload*ll YE5IRATH), HETHRBZERNES

ZEVEIE X B header 239, Y FMFM L skb #EX H header &85
#1151 A,
static inline void skb_header _release(struct sk_buff *skb)
{
BUG_ON(skb->nohdr);
skb->nohdr = 1;
atomic_add(1 << SKB_DATAREF_SHIFT, &skb_shinfo(skb)->dataref);
}

pskb_copy: [E i EZ &4 sk_buff 14 14+ Buffer f

val: D8

o TEHZMF, @A pskb_copy(), MTE
struct sk_buff
- W

headroom b heatdrmom
DATA DATA
(copied)
tailroom tailraom
skir_shinfo(skh) —pm -— skh_shinfo{new)
= n_frags=1 wr frag=1 |
dataref=1 dataref=1
frams frags
page i - - a——{page
page_nfiset=( [ata I 51 page_offser=i
struct size=51 i size=h1
skb_shared_info
— el —

1) |IBskb EXEGBEEFLH, BIESH len, users Fll dataref 2ZEH5| At

#; RERZMRATEMS|AITHESZIEM, B skb_shared_info B#Y frags
YN page # get_page()—IX, frag_list B¥FMAY skb->users #+1, skb-
>dst # dst_clone()%;

2) #iskb BMKEREE (len, data_len, truesize % ) 5|0 skb 2—#H#Y, 3|
Bit#5 alloc_skb 152U skb & —3#9: skb->users = 1,



skb_shared_info->dataref = 1, skb->cloned = 0O,
o KFE#”&EIEE%E/\?;
® HUEHE: skb release data() : put page(), F# skb_drop_fraglist()

skb copy: skb 45 ¥, % 14 buffer X 1 paged

data &HiEE B X

o EEHSAIMTTIAA skb_copy
1) IHRYskb ZEZH, LREMRATEMSIRITHFEEEM, 5 pskb_copy()
AEHIZ page # frag_list K5 | A EAAHNRET;
2) =IE paged data # frag_list BRIEUIEERZS copy EI &Mt Buffer X33, #f
skb (new ) By nr_frags = 0, frag_list = NULL, KEEETHIT:
i data_len = 0;

ii. new->len = skb->len;

iii. new->truesize = sizeof(struct sk_buff) +
SKB_DATA_ALIGN(skb->end - skb->head + skb-
>data_len); ¥tEIRAY: skb-> truesize = sizeof(struct sk_buff)
+ SKB_DATA_ALIGN ( skb->end - skb->head ) + skb-
>data_len)

iv. skb_headlen(new) = skb->len, skb_pagelen(new) = skb->len

T ¥ heacroom headroom | "
heed < .- > A oe... | head
data - DA T dita
tail -, 5kb_head en() DVA (tal
ed T / end
A
“a| talroom
m— » sk _buff » sk _buff
nr_frag paged deta
frags
frag_list skb- 3 en
pege skb- a len
pege_of fset
size
— frag list
DATA
v y.
tai | room

3) #skb BI5|FHIHES alloc_skb 132IB—2,
® ¥V skb FNIHAY skb & T EIBER 5 2 copy BY, RBEMKZR, FRLARFEFIETH
;'H(ll_.\, ‘H_’,Z;ﬁqﬂy/ﬁ/\;o



skb 5 kernel buffer £ Il £{1E

skb_copy bits,skb_store_bits, skb_copy_and_csum _bits,
skb_checksum, skb _copy and csum_dev

v

skb_copy_bits(), M skb WEIEXIEERE (int offset) &, copy —EKE (int
len ) BEIERNAFEIRET (void *to) ¥EEAIATFZ(E], RAINIR[E 0, &HMIR[E-
EFAULT, skb BEXIIKEEM skb->lenidRik, —HBE=/E5:

1. M skb->data FF#aZ| skb->tail LRAVE M buffer X, X—&R8573 K E R AEFA
skb_headlen()3%15;

2. skb_shared_info(skb)->frags[IPAF|E B &) “paged data”, KEHFE
frags->size B9Fl; X—&EBH 0L 1 BB EFTLAEA skb_pagelen()3x1%;

3. skb_shared_info(skb)->frag_list BAZIE i skb FIEUIEXKE (len) , X—
WA KENM L 2 PRKEIERTE skb->data_len &,

skb_copy_bits()B9 copy lliiFFi LA skb->data - offset Jif2sm, HB LR 1~3,
MREZABEERN len, FIREHIR; —BEBIIZRE 0, FEERRR offset FJHE
A1, BIM skb->data 1ERi, &S % skb->head, skb_copy()BFiEiX 4AEHA,
skb_store_bits(), skb_copy_bits Ri##R{E, MIEE (void *from ) FEEMIATFZ
18, copy —EKE (intlen) El skb HIEXIEERE (int offset) &, FNINRE
0, B[MRME-EFAULT, copy i tan iR,

skb_copy_and_csum_bits(), 5 skb_copy_bits()EEX—, FEFEIL copy
SREVEIETRER 32bit 3551+ & checksum FiR[E] ( §R TCP, IP LRIt ERIEFI—4+
HEE) ; TE—MEMUNESE skb_checksum(), RZIBITN offset fIE, KE
7 len BEIEITE checksum, H7R copy;

skb_copy_and_csum_dev(), 5 skb_copy and _csum_bits()—##9I0EE, RE
=R BEEITEREE S checksum 458 (skb->ip_summed ==
CHECKSUM_PARTIAL )

INEeRMURIR LR
skb_copy_and_csum_datagram(),skb_copy_datagram_iovec() A&
skb_copy datagram_iovec(), i¥#AINEEDTE TR,

skb 2 iE X 1H X R E

___pskb_trim, pskb_expand_head, __pskb_pull tail, _pskb_pull,
pskb_pull, pskb_may pull, _skb_linearize, skb_pad, skb_padto,
skb_realloc_headroom, skb_append_datato _frags, skb_copy expand,
skb_split, skb_split_inside_header, skb _split_ no_header



___pskb_trim, pskb _trim, pskb trim, skb tr

im, skb trim, pskb _trim _unique, pskb_

trim_rcsum, _ pskb_trim_head

trim B9 B B2 4 skb 1E@8Y buffer Xig ( BiEZ M buffer ¥l paged data —i2 ) BIKE

___pskb trimB=ATHI%...... REBXMERTEIET:
1. pskb_trim(): #&& len &AM, RBLL skb->len /)y, A8EIFA__pskb_trim; &
M 2 EBA
2. __pskb trim(): AT X4, 901R skb->data X1 &B & “paged data”, A
__pskb_trim() (=4TFxl%k) , BMIAA__skb_trim(),
3. skb_trim()F1__skb_trim(): gIEEE len WEEZHRE, EEMRELR skb->len &
A len, #FHEBEN skb->tail | skb->data+len,
4. mIEEMA__ pskb_trim() 7, HFUT/LMHERRLIE:
® skb headlen >= len: BN%&M buffer WBERKEBRZ AT len, X#¥ R BRE
24 buffer A skb->data AFIREIKE J len B9X 18, 5 5118 put_page #0
skb frag_list #¥1% paged data # frag_list; #A/548 skb->len = len; skb-
>tail = skb->data + len; skb->data len =0
® skb headlen < len, B0t skb_shared _info->frags sJLA&E% len, N4&
= BIRY frags.size = len - offset; HfthZ R paged_data 1 frag_list &B
B, 9AJ5 skb->data_len = skb->len - len; skb->len = len;
® skb headlen + skb shared info->frags MK EE#8 & R~ 4% len, 2 &M
frag list T+ 7T, B[f frag list 1R, NR# share, M clone —MNAkY, 2AS
TTE R offset, INRELREB T len, MiAH pskb_trim() R BB & &1 89
frag_skb E ) buffer K £} len - offset; 1§Z £1 frag skb £ZFFFH,
® {NR skb->data+paged data+frag list —#Z&RERNS len, AR, (X
FERTE pskb_trim BEEZFHITHEEERE, —BRAKER)
5. pskb_trim_unique(): #=2 pskb_trim, HBiAEHEMRIE skbi&# clone, MA&H
MEZFEHHEHIBEX F 2 out-of-memory Mi&RY pskb_trim iREIFEIR;
6. pskb_trim_rcsum(): 5 pskb_trim —#f, {B 2RIk pskb_trim Z 5 & B/
checksum k2B :

if (skb->ip_summed == CHECKSUM_COMPLETE) //# B #) checksum B2 H M
~it&EHE

skb->ip_summed = CHECKSUM_NONE; //pskb_trim 2B BEXRHNE,
Fr A < #5813 89 checksum FE&%

7. _ pskb_trim_head(): SATFIICH trim RERTLAARAKRKXR, NI ELBHTRMN
FIIhEER




® FE|iF M paged data BHIRKE K len B9EIE, MIBREOEIREFER put_page
BIGI BT, 18X skb->data_len -= len, FEEIEME, WMREM paged
data K EHN#ERE A E len 8915, WL B page &4 put 7, LEAT
data_len ErfBEE M 1. BEREZHRIEAZE ( tcp_trim_head() 0
tcp_mtu_probe() ) RIEXFRERSHI;

® P4t buffer K KELZ J 0, skb->tail = skb->data; {8 skb->len =
skb->data_len,

pskb_expand_head

XM head 218 skb By “Lkitt buffer” X5, LLERIHITNEER 215 skb->data @M
Xig# K, head gifll nhead, end jai0 ntail, FHiBH skb_release_data()i§REM
NFXIEER, NTFE, 3 skbMIRMOEE:

® skb EMA S : head/data/tail/end, AR mac/h/nh.raw 1855 EMIEN;
cloned #1 nohdr # & 0 ( B #RY data KIFRBE A skb 8@ ) ;

o LSiMXig: MAMXHENRNBSIRM—1#, B3 skb_shared_info £ Er{E, |H
#) skb->head tH R & H fth skb 5@, M+ 2 & A~ F; & W #
put _page(), drop_frag_list, B kfree(skb->head);

® skb shared info:

B paged_data: get page(), #if9skb_shared_info->frags $g[@l;

m frag_list: skb_clone_fraglist, ##J skb_shared_info->frag_list #&[a;

B data ref: B R 1;
ELEREBEEALEL, £ nhead # ntail #i&7 0, BRRZE A TE skb E£ clone 89
BRAT, E&—1 skb->data BFEck, #IWN LM@Y pskb_trim()&#L,



—»
rhead
headroom
—»
— DVA
data
t:rir'j s tai | room
A
rec. rawh raw'h L . v kst | e sk
skb->clored =0 r_frag
skb->rohdr =0 frags
frag_list
struct sk_buff
sk_shi nfo(skb) page
page__offset
Sl ze
—
DA
__pskb_pull_tail, __pskb_pull, pskb_pull,

pskb_may pull,

__skb_linearize, skb_linearize, skb_linear

ize_ cow

XJLANERR  pskb pull #8%, ;EE5 skb _pull 8;__skb pull X5, F&E—RRRESM
buffer XBaNEXTEH, MATHREIFIRLEFIae" EF P EC skb HFFEHIEX, E1F
“Zt buffer X, paged data AR frag list =, FH&ohEFrEHEXMIEE,
®  pskb_pull_tail: {8 skb i tail #5% /5% delta, # M paged data # frag list &
copy HKE B delta FIFIE, MET REIXIE; MNRAAINREFEY skb->tail, BN
iR [E] NULL;
1. B%IE skb->tail Bl skb->end Z[B2EHE BHBHZE;
2.

MR=E/AE, 3 skb # clone 7, FEZEIFAA pskb_expand_head EFfi¥" X



(¥ Kdelta+128 bytes, UEEH ) EFH —MHIEX; ¥ KATHIR

NULL;

1% & fF B skb_copy bits MR %A skb B X 8 #E X B 89 skb->data +

skb_headlen()FF%#, copy HHBKE K delta FIEHIEE] skb->tail I8@AATE, BN

M paged data # frag list 2 & HI IR &4 buffer X, R copy HEE, W

bug;

ETEEBIY skb HIBX M —LEIBH, A& skb_shared_info B frags #l

frag_list:

a) WNE&E frag list, &R paged data WKEEBLZ EWB delta T, MR
&4 frags # tail $8%t: {FH put_page HlIFEZEE A paged data, #A
BIEFRERIE, WMT:

eat = delta;
k =0;
for (i = 0; i < skb_shinfo(skb)->nr_frags; i++) {

}

if (skb_shinfo(skb)->frags[il.size <= eat) {
put_page(skb_shinfo(skb)->frags[i].page);
eat -= skb_shinfo(skb)->fragsli].size;
} else {
skb_shinfo(skb)->frags[k] = skb_shinfo(skb)->fragsli];
if (eat) {
skb_shinfo(skb)->frags[k].page_offset += eat;
skb_shinfo(skb)->frags[k].size -= eat;
eat = 0;
}
K++;
}

skb_shinfo(skb)->nr_frags = k;

skb->tail += delta;
skb->data_len -= delta;

b) YN paged data INEREART delta, FE(EN frag_list, LbiREZ:

i.  &E“IZEEBTER paged data, TEEENKEICRE eat B;

ii. B[ frag list§5%: 1R list->len <= eat, Bz, HIZAE
A frag_skb ZB R MZI= T EEH B

iii.  SEAMIRERNZiERY frag_skb, QD%%E share 7, ©EZE% clone, AT
B F pskb_pull (i XANEEBETEEIAR_ pskb_pull_tail, &IPS
X)) REMER RIS

iv. G IR frag list f53k, IEELMZ#EHY frag_skb MNiERFMER, FH
18 F kfree_skb &, X# 2z frag list WIEH SIERES R IZELN
frag_skb, SRz #l cloneid, Fh{EH clone 4L AY skb BXX HAIEB
PRz3EM frag_skb BMAER,

v. BREEMEREBN paged data, F 14 skb->tail #§ £ # skb-




>data_len

egten as wa e egten partial

A /
- D) |
JS’IIII’IIII’ Y

skb shered_info->frag_|ist

—

skb shered info- >frag |ist clone_skb

® pskb pull ¥ pskb _pull: skb _pull (__skb_pull) #1 pskb_pull ( __pskb_pull)
FTTRBIINEER M, KAlETRIE A DLM buffer K 298K ( skb_headlen() >=
len) , RE#E) skb->data 8%+, FHiILskb->len F/\; MEERZER (skb->len
>=len) , WRLM buffer KA, =iBA_ pskb_pull_tail k) paged data
0 frag list BiEL M buffer B4 72,

® pskb_may pull: BT #IET skb 894t buffer Xa] & pull:
1. R len <= skb_headlen(), return 1;
2. R len > skb->len, return 0;
3. MR lenNF&HziE, #HiAE _pskb pull_tail \ paged data # frag list B

E4M buffer B 7E, BMITARINERE 1, FNRME O,

®  skb linearize, skb_linearize, skb_linearize_cow: skb R2&MHNERR
skb->data_len > 0, Blskb M&HEXFR T LMK ML E S paged data Bk frag
list, T skb &Ly = B 21 paged data # frag list B A IE 4 7R B St
buffer B, FIFE_ pskb pull_tail(skb, skb->data_len)#=I5ERL, FIRE 0, &
M3iRE-ENOMEM, skb_linearize_cow B& T 1E skb £&t4{t, mHERIE skb FEEX
8] (# clone THIEA pskb_expand_head()E%I—H#IEX )

skb_pad #l skb_padto

XA EEE BT 1E skb B9 tailroom B4 0, M-EIXREN7E DMA S IEEUIBTE NTEF wire
Z E M EE A
® skb_pad: 7 skb->tail Z/5#M 7&K E J pad 9 0, SIRAINIRE 0, BN skb
FiR[E IR B,
1. 90K skb &# clone, FHRLZ&MH, MA skb_tailroom B EX X TF pad,
BEi% memset(skb->data+skb->len, 0, pad);
2. WRskb#clone T, 2EHI—HEIEKX;
3. # R tailroom B K E &A B W # T skb->data_len + pad , M
pskb_expand_head ' X— F &M HIEX ;
4. 1B skb &M{t, %AJf5 memset(skb->data+skb->len, 0, pad); R4 5
kfree_skb FiR[E BRI E,
® skb padto: 7E skb->tail 47 0, EZ|skb->len + pad_length #RE—EEK



(=len):
1. MR skb->len >= len, i&[@0;
2. &BMiAA skb_pad, #7KEH len - skb->len#J 0,

skb realloc_headroom

WMASE @skb, @headroom; RE—ANE[ER ( private ) skb ( BFELHEHIEX) ,
Hr headroom K EZAXTEF @headroom, RINMIREFAY skb #EE, BRG]
NULL,

skb _copy expand

EREEFE, RBUCIBHLRER, Hi% copy IXK:

/**

* skb_copy _expand - copy and expand sk _buff

*  @skb: buffer to copy

* @newheadroom: new free bytes at head

*  @newtailroom: new free bytes at tail

*  @gfp_mask: allocation priority

*

* Make a copy of both an &sk_buff and its data and while doing so

* allocate additional space.

*

*  This is used when the caller wishes to modify the data and needs a
* private copy of the data to alter as well as more space for new fields.
*  Returns %NULL on failure or the pointer to the buffer

* on success. The returned buffer has a reference count of 1.

*

* You must pass %GFP_ATOMIC as the allocation priority if this function
* s called from an interrupt.

*

*  BUG ALERT: ip_summed is not copied. Why does this work? Is it used
* only by netfilter in the cases when checksum is recalculated? --ANK
*/

skb _append datato frags

/**
* skb_append_datato_frags: - append the user data to a skb




* @sk: sock structure

* @skb: skb structure to be appened with user data.

* @getfrag: call back function to be used for getting the user data

* @from: pointer to user message iov

* @length: length of the iov message

*

* Description: This procedure append the user data in the fragment part
* of the skb if any page alloc fails user this procedure returns -ENOMEM
*/

B P AEUE copy 3 skb 89 paged data 2845, EZE alloc page

skb _split, skb _split_inside_header, skb _split_

no_header

1B skb 53 REE A, skb #1skbl; skb B9 EJ len, skbl J
® skb split: %R skb_headlen(skb) > len, AF skb_split_inside_header, EITE
SHEXEFHTUATTR S E; BN skb BREBLIBLEMX, SEFLMEXTHHE,
1BA skb_split no_header;
® skb_split_inside_header:
1. HE%IE skb_put(skbl, skb_headlen() - len), 7 skbl B4 tailroom E i3 H
skb X BB len B0 BUEHIKE; AFM skb->data + len FIRIEXEH
#3& copy 2l skbl->tail #§RAVGIE ;
2. ZAIGIE skb #Y paged data #B copy 44 skbl, EiE#3Z, ~HiIAA get _page
11N page BISIATTER; HEBIAR skbl UARTEREE paged data,
3. {8tk skb, skbl EBfjlen, data_len # tail $E%t.
® skb split_no_header: M skb #J paged data 738, itEHE® len KER/
frags, REB% skb, ARIERRIBIIL skbl, HEHiIAJ skbl URTHEREE
paged data,

skb [A 7 1H X 1R {E

skb dequeue, skb_dequeue_tail, skb_insert, skb_queue_purge,
skb _queue_head, skb_queue tail, skb _unlink, skb_append
BRAKRKIE,




= Z Xk

® (Linux MEFHRY: sk _buffer i¥4H5734)
http://blog.csdn.net/rstevens/archive/2007/04/10/1559447.aspx

® (How SKBs work}: http://vger.kernel.org/~davem/skb.html, skb_data.html

® (Understanding Linux Network Internals)



http://vger.kernel.org/~davem/skb.html
http://blog.csdn.net/rstevens/archive/2007/04/10/1559447.aspx
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